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1
Decision/action requested

This contribution proposes to update solution#7 in TR 33.739
2
References

[1] TS 33.739 v030

3
Rationale

According to TS 33.501, Clause 6.1.3.2, during the primary registration, “If a subscriber has an AKMA subscription, the UDM shall include the AKMA indication and Routing indicator in the Nudm_UEAuthentication_Get Response.” In AKMA procedure, UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. This indicates that UE can generate A-KID right after primary authentication or just before it determines to use AKMA service. Therefore, as long as UE has generated the A-KID, it indicates HPLMN supports AKMA and UE has subscribed with AKMA service.

In this pCR, we propose that UE shall derive the AKMA Anchor Key (KAKMA) and the A-KID before it starts the negotiation procedure in MEC, which could implicitly indicate HPLMN supports AKMA and UE has subscribed with AKMA service.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of Change ****************************

6.7
Solution #7: Negotiation procedure for the Authentication and Authorization

6.7.1
Solution overview

This contribution addresses key issue #2.2 “Authentication mechanism selection between EEC and ECS/EES”.
6.7.2
Solution details

The negotiation procedure is as following:
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Figure 6.7．2-1: Negotiation Procedure for the Authentication and Authorization between EEC and ECS

Step 0. Primary authentication is performed as defined in TS 33.501 [7]. After this step, UE is successfully registered into the 5GS network. 

Step 1. UE sends the EEC Registration Request message as defined in TS 23.558, which includes the list of UE supporting authentication mechanisms. The potential authentication mechanisms list includes TLS with AKMA, TLS with GBA, TLS with certificate, or other mechanisms if any. The order in the list indicates the priority of the UE preference.

When UE supports AKMA or GBA, UE shall include the corresponding Key ID (A-KID or B-TID) in the EEC registration request, which could implicitly indicate HPLMN supports AKMA and UE has subscribed with AKMA service.
Step 2. ECS selects one authentication method from the list of UE supporting authentication mechanisms based on local policy. If there is no shared authentication mechanisms between EEC and network, the network could cease the authentication, and the following steps from step 3 will not take place.
Step 3. If there is shared authentication mechanis, and ECS successfully chose one in Step 2, then ECS sends the EEC registration response including the chosen authentication mechanism to UE.

Step 4.1. After receiving the response from ECS in step 3, UE prepares for the authentication procedure according to the chosen authentication mechanism. e.g. generating AKMA/GBA keys or key for other mechanisms. The procedures to derive the credentials follow the TS 33.535 [8] for AKMA, TS 33.220 [6] for GBA, RFC 8446 [12] for TLS 1.3. 

Step 4.2. After sending the response to UE in step 3, network prepares for the authentication procedure according to the chosen authentication mechanism. e.g. generating AKMA/GBA keys or generating certificates. The procedures follow the TS 33.535 [8] for AKMA, TS 33.220 [6] for GBA, RFC 8446 [12] for TLS 1.3.


Editor’s Note: Whether and what should be a default mechanism between UE and network is FFS.
6.7.3
Solution evaluation 

TBA
***************************End of change****************************
